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Home working and cyber 
security – an outbreak of 
unpreparedness? Steven Furnell

Home working is by no means a new 
concept, but equally it is not a context in 
which security has been a frequent prior-
ity. Indeed, examining the situation back 
in 2006 revealed some clear shortcom-
ings in terms of user awareness and safe-
guards, which combined to leave them 
less than well-prepared in the context of 
home working.1 It is therefore interest-
ing to consider whether – more than a 
decade later – things have changed, and 
in particular whether sufficient provi-
sions were in place when they were sud-
denly and unexpectedly needed.

“The 10 steps are intended 
to provide recommenda-
tions that span the breadth 
of cyber security and cover 
the key areas that safeguard 
organisations from attacks 
and breaches. However, the 
extent to which businesses 
are actually compliant with 
them is rather variable”

Secured or otherwise, home working 
has also not been the norm for a large pro-
portion of the workforce. As an example, 
on 16 March 2020 (a week before the 
commencement of lockdown in the UK), 
only 15% of UK employees were working 

at home. However, this figure had more 
than doubled within the following month, 
reaching 38% by April 13.2 Applying this 
percentage increase to base employment 
data from the Office for National Statistics 
suggests approximately an additional 6.8 
million employees working at home at the 
peak of lockdown.3

This article examines the extent to 
which organisations and their staff were 
likely to have been prepared for the 
unplanned outbreak of home working, 
along with the increased cyberthreats 
that were faced in parallel. It should be 
noted that while the discussion takes 
a fairly UK-focused perspective on the 
issue (due to the key data sources avail-
able to the authors), the overall picture 

in other regions is likely to be similar, 
in terms of both prior preparedness and 
implications for the future.

Prior preparedness

Drawing on data from the UK Cyber 
Security Breaches Survey (CSBS) 2020, 
Figure 1 examines businesses’ prior atten-
tion to actions that map into the differ-
ent recommendations from the National 
Cyber Security Centre’s ‘10 Steps to 
Cyber Security’.4,5 Originally established 
in 2012, the 10 steps are intended to 
provide recommendations that span the 
breadth of cyber security and cover the 
key areas that safeguard organisations 
from attacks and breaches. However, the 
extent to which businesses are actually 
compliant with them is rather variable, 
with 12% of businesses having under-
taken action against all 10 steps.

This proportion does increase according 
to the size of the organisation, rising from 
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Home working has been one of the long-promised freedoms of information 
technology. But until recently it was something that relatively few people had 
routinely experienced in practice (aside, perhaps, from taking work home to 
do in the evenings and at weekends). This situation abruptly changed in early 
2020, with the Covid-19 pandemic forcing organisations to shut their doors 
and send staff home. Across the globe, home working wherever possible became 
the standard advice, and technology was the fundamental enabler of the change.

Figure 1: Businesses’ claimed compliance with the ‘10 Steps to Cyber Security’.
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9% in micro firms with 1-9 employees, 
through to 42% in large firms with 250+ 
employees. Larger firms would natu-
rally be expected to have the skills and 
resources to do better at each of the 10 
steps than smaller organisations. Larger 
firms also tend to have more complex 
cyber security needs, so often need to do 
more – the vast majority of small busi-
nesses do not necessarily need advanced 
network security or monitoring tools. 
Nevertheless, the 10 steps still provide a 
comprehensive framework for cyber secu-
rity for organisations of all sizes and help 
us to see in which aspects of cyber secu-
rity organisations have invested.

Looking at a more granular level and 
considering the compliance with each of 
the 10 steps, it is clear that the vast major-
ity of firms appear to be attending to the 
technology-related aspects of security, 
but there is a notable drop-off in relation 
to those aspects that are more business-, 
policy- and people-centric (a picture that 
has remained essentially unchanged across 
all instances of the survey, since the first 
release in 2016). For example, the results 
depicted in the chart clearly suggest a lack 
of attention to the steps around the catego-
ry of ‘Home and mobile working and user 
education and awareness’, with only a 
quarter to a third of businesses claiming to 
have addressed them. 

Underlying findings

To unpack what these results actu-
ally mean, it is relevant to consider the 
underlying survey findings that contrib-
ute to them:
•	 Home and mobile working refers to 

the percentage of businesses that have 
a formal policy on cyber security that 
explicitly covers home and mobile 
working. Other organisations may 
have rules around this that are laid 
out elsewhere (ie, not in the cyber 
security policy) and others may have 
unwritten rules or rely on common 
sense. But what this finding suggests 
is that in three-quarters (75%) of 
businesses, there are no explicit cyber 

security-framed, written rules that staff 
are expected to follow when working 
at home.

•	 User education and awareness refers 
to the percentage of businesses that 
have a formal policy on cyber secu-
rity that explicitly covers what staff 
are permitted to do on the organisa-
tion’s devices (ie, the percentage of 
organisations that have documented 
acceptable staff behaviour somewhere 
and don’t just leave it to common 
sense). It notably does not include 
staff training, as the CSBS no longer 
measures this issue. However, other 
research shows that this is also highly 
uncommon across the whole UK 
business population, with only 1 in 
9 businesses (11%) having provided 
cyber security training to non-cyber 
employees in the past year.6 

The fact that the picture is essentially 
unchanged over time suggests that organi-
sations are either feeling untroubled by 
these aspects or have not learned the 
lessons of prior incidents. The results 
relating to home and mobile working are 
potentially linked to the low prevalence 
of home working across UK businesses 
up to this point: with so few employees 
doing it on a regular basis, the risk was 
perhaps not considered worth mitigating. 
Some indirect supporting evidence here is 
the fact that there have historically been 
more charities than businesses with home 
working in their cyber policies (29% vs. 
25% in CSBS 2020). It reflects the fact 
that charities have tended to have more 
people who work from home and use 
personal devices, because they are less able 
to afford bespoke office space and equip-
ment.7 With the current increase in home 
working, businesses may now start to 
take these risks a lot more seriously and 
become more interested in seeking out 
guidance on home working.

Unlearned lessons

Unfortunately, there is also evidence to 
support the view that lessons have not 
been learned. For example, further find-

ings from CSBS 2020 indicate that the 
most common action taken in response 
to the most disruptive breaches or attacks 
is “additional staff training or communi-
cation”. This would seem to suggest that 
training is often needed, but the support 
is not being provided proactively. In fact, 
previous findings from the CSBS series 
more generally have tended to suggest 
three potential schools of thought among 
those in charge of cyber security:
•	 Those that recognise the importance 

of end user awareness and who feel 
that their main challenge is often 
convincing management boards or 
securing budgets for end user train-
ing and awareness raising.

•	 Those who expect the worst from 
end users and whose primary 
approach is typically to remove as 
much control from them as possible 
and lock down their systems.

•	 Those that treat cyber security as an 
issue of common sense, where end 
users just need to take sensible pre-
cautions, which do not necessarily 
need to be written down or delivered 
through training – anecdotally a less 
common view in more recent years 
of the study.

“If home working increasing-
ly becomes the new normal 
then it makes it impossible 
to lock everything down or 
rely solely on the common 
sense of employees. As such, 
it makes user awareness 
imperative”

The upshot is that, in spite of the clear 
people-related problem, there is often an 
unfortunate tendency for security aware-
ness and education to be dismissed as a 
“waste of time”.8 The consequent inac-
tion is then frequently excused on the 
assumption or assertion that people will 
not take any notice, and that it will not 
make any difference. 

While such beliefs may prove to be 
true in some cases, having it as a general 
assumption serves to paint a negative 
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and potentially unfair picture of the staff 
base as a whole, and can result in staff 
being denied support as a result. It also 
leaves a fundamental question for the 
organisation: why should we expect staff 
to understand and use security effective-
ly, or exhibit security-aware behaviours 
if we have not supported them to do so? 
Moreover, if home working increasingly 
becomes the new normal then it makes 
it impossible to lock everything down 
or rely solely on the common sense of 
employees. As such, it makes user aware-
ness imperative.

Looking more specifically at the data 
from the most recent release of the 
‘Cyber Security Breaches Survey’ (the 
fieldwork for which was conducted in 
the fourth quarter of 2019, just before 
Covid-19 was first reported), Figure 
2 looks at the preparedness in terms 
of policies and plans. We can see that 
organisations as a whole were notably 
lacking in their overall positioning, 
with further patchiness in the underly-
ing attention to the specifics of remote 
working and use of personal devices 
(both of which, of course, become areas 
of increased dependency in the context 
of enforced home working).

Taking security home 
with us?
What the data also suggests is that staff 
in many organisations are likely to 
have been unprepared for a sudden and 
unexpected transition to home working. 

As in many other contexts, staff could 
find that they have been given the tools 
(eg, taking their laptops and/or other 
devices home), but not the training. As 
such, many workers will have essentially 
found themselves being asked to work 
from home with only their experience of 
personal IT usage to guide them. And 
to illustrate what this experience may 
amount to in terms of security, prior 
research had found that only 15% of the 
general public claimed to know “a great 
deal” about how to protect themselves 
from harmful cyber activity. Meanwhile, 
23% said they knew “not very much” 
and 7% said they knew “nothing”.9 

Historically, there was often little 
expectation of home users adopting secu-
rity of their of own volition, and it was 
seen as something that could actively be 
a disincentive for them in using technol-
ogy. This is well illustrated by the follow-
ing quote from one of Microsoft’s senor 
technology specialists back in 2000, con-
templating the potential for home users 
to adopt the latest version of Windows: “I 
don’t expect a lot of consumers to adopt 
Windows 2000 because, for example, you 
are required to set up user accounts and 
passwords. Those are things that most 
people aren’t used to doing at home, and 
it might scare them away”.10

Although this is clearly a dated exam-
ple, it provides a good illustration of how 
average users in days gone by were not 
expected to be acquainted with security 
and much of it was simply not seen as 
their concern. Of course, we are now two 

decades beyond this, and the technologies 
and threat landscape of today are both 
very different. However, while things 
have clearly moved on a bit since then in 
terms of the need for users to protect sys-
tems from threats that could reach them 
at home, the users’ mindset may not have 
advanced to the same extent. 

Moreover, if we stay with the notion of 
mindset and think about the psychology 
of home working, it is easy to imagine 
how this in itself can serve to introduce 
further risk. Rather than being in the 
location that they recognise as the ‘work-
place’, staff are working in the relaxed 
and safe environment of ‘home’, and so 
may be less inclined to feel bound by the 
policy norms of the workplace. 

The impact of the Covid-19 pandemic 
illustrates where organisations’ lack of 
attention to two of the steps will poten-
tially have let them down and left them 
vulnerable. As a result, one message is 
the need to pay more attention to the 
breadth of the 10 steps (which is not 
really a surprising message, given that all 
of the steps are part of the recommended 
baseline anyway).

At the same time, there is also a ques-
tion to be asked around whether business-
es that do the 10 steps well in an office 
environment can do these same steps well 
when their staff are relocated to home. 
Those steps that businesses are more 
likely to have focused on in the workplace 
setting (eg, secure configuration and net-
work security) may now be less effective, 
given that people are working outside 
this environment and relying more upon 
their own facilities. As a result, all of the 
expertise and infrastructure that employ-
ees had in an office setting risks getting 
abandoned at home, or at least there is 
less direct action that IT managers and 
those in cyber roles can take to prevent 
people from putting themselves, or the 
organisation, at risk. Added to this is the 
problem of what they are now at risk 
from, and the next section illustrates that 
Covid-19 infection was unfortunately far 
from the only threat that people needed 
to safeguard against.

Figure 2: Preparedness for home working among UK businesses and charities.
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Home and safe?
The Covid-19 context was particularly 
acute – not only did it increase the 
dependency on home working (and the 
associated security provisions to support 
it), but the pandemic itself also pro-
vided a backdrop for an increased level 
of threat. For example, the period saw 
particular growth in Covid-19-related 
phishing and other opportunistic inci-
dents, and the National Cyber Security 
Centre (NCSC) reported having taken 
down over 2,000 related online scams 
during March 2020.11,12 Meanwhile, 
findings from (ISC)2, based upon a 
global survey among 256 security profes-
sionals, suggested that almost a quarter 
of organisations had experienced an 
increase in incidents since moving to 
remote working, with some reporting 
that volumes had doubled.13 

“Individuals were a more 
vulnerable and easily 
exploitable target, with fears 
around the pandemic itself 
leading them to be con-
cerned, and therefore keen 
to seek or receive new infor-
mation about it”

 Findings from the European Network 
of Cyber Security Centres (ECHO) sug-
gested that attackers’ approaches had not 
changed, but they were provided with 
a much richer landscape for exploita-
tion. In particular, individuals were a 
more vulnerable and easily exploitable 
target, with fears around the pandemic 
itself leading them to be concerned, and 
therefore keen to seek or receive new 
information about it. This in turn led 
them to be more susceptible to clicking 
links and downloading files that could 
turn out to be malicious.14 In terms of 
overall scale, findings from Darktrace 
suggested that the proportion of mali-
cious email traffic targeting home 
workers rose from 12% in March 2020 
(before the start of the UK lockdown 
period) to over 60% six weeks later.15

As an illustration of the way in which 
attackers attempted to directly leverage 
the pandemic, Figure 3 shows two exam-
ples of the many Covid-19-themed scam 
emails circulating during this period, 
which in this case arrived in inboxes 
claiming to be from the United Nations 
and the supermarket Tesco. While nei-
ther is particularly special compared to 
the myriad other email scams regularly 
doing the rounds, the key point is that 
they were hooking into the Covid-19 
situation as the basis for exploiting their 
victims, and reaching them on the same 
systems on which they would be likely 
to be working from home.

In addition to the human exploitation 
angle, there has also been significant 
concern around the vulnerability of the 
technologies being used to support home 
working. The most prominent exam-
ple during the Covid-19 outbreak was 
Zoom, which initially won praise and 
plaudits in the early days of home work-
ing and lockdown, but soon became the 
target of significant criticism once secu-
rity issues started to emerge.16 While 
updates were quickly made available to 
fix the issues, it is easy to imagine some 
people continuing to use Zoom without 
updating it (as is the case with much of 
the other software on self-managed sys-
tems). Ultimately, it is again an example 
of the risk inherent in the rapid switch 
to the home-based scenario; if remote 
working was not considered within prior 
policy and planning then staff found 
themselves steered toward using a new 

technology that may have been unfamil-
iar in itself, and which then proved to 
have a range of security issues.

Supporting cyber  
literacy 
When looking at the cyber security needs 
of organisations, many workforce studies 
and skills surveys tend to focus on cyber 
security specialists and professionals.17 
However, while these staff are clearly vital 
in protecting the organisation, they are 
far from being the full story in terms of 
cyber security and related skills. In reality, 
a level of cyber literacy is needed within 
the workforce as a whole, and not just 
among those specifically employed with 
cyber security in their job title.

The Covid-19 situation not only 
highlighted the need for organisations 
to support this wider staff base, but also 
their need to be guided in how to do so. 
In the UK, the NCSC usefully provided 
a summary of key issues that organisa-
tions should be addressing, supported by 
related poster and e-learning materials 
for staff.18 The NCSC had also already 
devised a set of ‘top tips’ for staying 
secure online, among other new guid-
ance packages around home working, 
video conferencing and moving business 
online, which were emphasised and pro-
moted during the Covid-19 lockdown 
period. While these are by no means a 
full answer to the issue of secure end-
user behaviour, they are certainly a good 
set of core practices to follow:19

Figure 3: Example of a Covid-19-based email scam.
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•	 Protect your email by using a strong 
and separate password.

•	 Install the latest software and app 
updates.

•	 Turn on two-factor authentication on 
your email.

•	 Password managers – how they help 
you secure passwords.

•	 Secure smartphones and tablets with a 
screen lock.

•	 Always back up your most important 
data.

The NCSC is by no means alone in 
offering such guidance, and another 
example was released by the SANS 
Institute, this time addressing the ‘Top 5 
steps’ for secure home working (address-
ing the themes of safeguarding the users 
themselves, protecting their home net-
works, managing passwords, applying 
updates, and safeguarding work devices 
from family and friends).20 

Even taking just these two examples 
– NCSC and SANS – it is notable that 
some of the guidance directly overlaps 
(eg, around passwords and updates), 
whereas other points are flagging dis-
tinctly different issues (eg, locking mobile 
devices, taking back-ups and safeguarding 
work devices are all mentioned by one 
or other of the guides, but not both). 
As such, the specific advice that users 
might get to support their home working 
endeavours could clearly vary depend-
ing upon the source. Furthermore, it is 
arguable that actually understanding what 
these guides mean and working out how 
to follow them requires a greater level of 
cyber security literacy than some users 
will typically have acquired. Both of these 
factors point towards the fact that, for 
best results, organisations ought to be 
supporting their staff in applying good 
practice.

Dramatic driver

While Covid-19 provided a dramatic 
new driver for adopting secure home-
working practices, much of the underly-
ing best practice is not new. There is 
already an abundance of awareness-rais-

ing material available, but staff need to 
be directed towards it and organisations 
ought to at least be certain that it covers 
the bases they need to cover.

Of course, there is the question of how 
much of a priority it would have been 
for businesses to actually seek out any 
guidance in the rush to work from home 
and keep their business running. CSBS 
2020 found that only 54% of businesses 
had sought any external information or 
guidance on cyber security in the past 12 
months. This is higher than it used to be 
– partly attributable to the General Data 
Protection Regulation (GDPR) coming 
into force in 2018 – but it still means 
that material such as the NCSC guidance 
does not reach many businesses at all.

“The security aspect of  
flexible working is an issue 
that we need to get on top of, 
as the challenge is only likely 
to be amplified by future 
working practices, as well as 
any economic downturn”

At the same time, the Covid-19 crisis 
presents opportunities. For example, 
given that government communication 
with businesses has been relatively high 
in recent months due to the uptake 
of Covid-19-related business-support 
schemes, these open channels could 
be further used to help direct busi-
nesses toward relevant cyber guidance, 
progressing what the NCSC is already 
doing in this space. In the UK context, 
such advice could, for example, poten-
tially be signposted when a firm searches 
on GOV.UK for Covid-19 support for 
businesses. In addition, there could be 
a wider opportunity to promote cyber 
guidance via other organisations that 
businesses turn to in times of crisis (eg, 
their banks and insurers).

Conclusion

While it was certainly not a situation that 
anyone welcomed, Covid-19 proved to 
be a significant catalyst for the adoption 

of technology-based approaches to flex-
ible working that many would not previ-
ously have considered or thought possible 
for their organisations. At the time of 
writing, we have yet to see the extent to 
which this has ongoing or longer-term 
implications for working practices.

Many organisations will doubtless have 
seen some benefits, and many will also 
have seen that they were able to get by 
with whatever security policy and train-
ing they had gone in with (including an 
absence of it). As such, many are now 
going to see the enforced home working 
as having been successful and viable in 
the longer term, without necessarily hav-
ing bottomed out the security aspects.

Regardless of Covid-19, the security 
aspect of flexible working is an issue 
that we need to get on top of, as the 
challenge is only likely to be amplified 
by future working practices, as well as 
any economic downturn. For example, 
as we see more people working in the 
gig economy, they will find themselves 
operating as ‘staff’ in multiple organisa-
tions, often on a short-term basis. As 
such, organisations will need to make 
particular efforts to ensure suitable 
awareness of the cyber security policies 
and practices that apply within their 
workplace, so that gig employees can 
make an appropriate distinction between 
these and those of other employers for 
whom they may have been working 
recently or concurrently.

“When there are multiple 
organisations and workplac-
es, achieving a level of basic, 
workplace-agnostic cyber 
security literacy is going to 
be even more important, 
given that while the specifics 
may differ, the core princi-
ples will be the same”

At the same time, when there are 
multiple organisations and workplaces, 
achieving a level of basic, workplace-
agnostic cyber security literacy is going 
to be even more important, given that 
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while the specifics may differ, the core 
principles will be the same. This will at 
least help to ensure that employers have 
a solid foundation to work from in try-
ing to promote their own cultures.

The impacts of Covid-19 are likely to 
cast a long shadow in many ways. While 
the issues discussed here clearly pale 
against the family consequences and loss 
of life, the fact remains that they will also 
be long-lasting. When polled on their 
expectations of effects upon the UK in a 
year’s time, more than three-quarters of 
the public felt that there would still be 
ongoing changes to the way we live our 
lives and the way we work, with a quar-
ter anticipating a great deal of change in 
each case.21 If this proves to be the case, 
then it only underlines the need for the 
surrounding factors to change and keep 
pace, so that we can live and work as 
safely as possible in preparation for the 
further threats that face us. 
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While investigating these recent supply 
chain attacks, Context researchers iden-
tified a new threat group that they code-
named Avivore.1 The group was found 
to be compromising remote connectivity 
or other collaborative working solutions 
used by smaller engineering services and 
consultancy companies in the supply 
chain to bypass well-defended perimeters 
and gain access to the main target.

Avivore has been categorised as a pre-
viously unknown and untracked nation 
state-level adversary and the reports into 
incidents affecting aerospace and defence 
primes had led to speculation that one 
of the cyber espionage groups, APT10, 
the Jiangsu Province Ministry of State 
Security or JSSD, may be behind them. 
However, as noted during the investiga-
tions, the tools, techniques and pro-
cesses (TTPs), infrastructure and tooling 
observed were different from previous 
campaigns by these groups, so it was 

possible that it was the work of another, 
entirely different attacker.

Capable and adaptable

This particular threat group showed 
itself to be highly capable, adept at ‘liv-
ing off the land’, masquerading as legiti-
mate users, as well as forensically cover-
ing its tracks. The group demonstrated 
detailed knowledge of key individuals 
associated with projects of interest and 
mirrored the working times and patterns 
of those users to avoid arousing any 
suspicions. The attackers were also able 
to manipulate their victims’ environ-
ments and security controls in order to 
facilitate and obfuscate their activities. 
Examples include modifying firewall 
rules to accept remote desktop protocol 
(RDP) over alternate ports and establish-
ing hosts within the victim environment 
as remote access proxies.

The group’s attack methodology for 
the linked intrusions followed a rela-
tively set format. This was firstly gaining 
access to the victims through compro-
mised user credentials and legitimate 
external remote access services, then 
escalating privileges within the victim 
environment via the abuse of legitimate 
tools and/or highly privileged service and 
enterprise administrator accounts. Next 
was carrying out account and host enu-
meration using ‘net’ commands; sched-
uling the execution of scripts and a tool-
ing run in the context of the ‘SYSTEM’ 
user and then going on to remove 
forensic artefacts of scripts and tooling; 
and the clearing of event logs following 
execution. Finally, the group used RDP 
for the lateral movement around the vic-
tim environment.

Island hopping 

Avivore makes extensive use of the infra-
structure providing interconnectivity 
between its victims, a technique referred 
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A deep dive into Avivore

Oliver Fay

Oliver Fay, Context Information Security

Until now, most prominent supply chain intrusions have been vertical attacks, 
with the initial victims typically managed service providers (MSPs) or vendors 
targeted as a way of getting into and moving up or down the supply chain. 
However, incidents earlier this year targeting large multi-national firms in the 
aerospace and defence sectors can best be described as horizontal. Advanced 
attackers have been leveraging relationships and connectivity between suppliers 
and partners to get a foothold in each other’s value chains.
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